






IN SUMMARY...

Whether your organisation does or does not have BYOD in place, you should still 
enable preventative measures to protect yourself. You may not be aware of staff 
downloading or accessing data from a personal device. Therefore, we recommend 
you enable app protection and data loss prevention policies to securely restrict the 
movement of your data.

For any additional help with BYOD, or anything else you need, get in touch:
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APP PROTECTION POLICIES

App protection policies help to keep your data safe by blocking or monitoring the 
movement of workplace data in apps.

Policies can be applied to corporate and personal devices with apps installed that 
contain workplace data. This is because the data is protected within the app, rather 
than through device management solutions. This means that you can apply the 
policies without physically handling the device.

We would recommend:

Extra security to be considered:

Stop copy & paste
Stop forwarding to 

non-protected apps
Screen capture 

block

 Prevent backups (to 
stop personal cloud 
storage backing up 

data)

Encrypt 
organisational data 

Enforce a PIN (4-6 
digits)

Set time out on 
apps to 30 minutes 
and then request a 

PIN

Set a maximum 
number of incorrect 

PIN attempts

Offline grace period 
of 60 days, then 

wipe data

If an account is 
disabled, wipe data 

immediately

Allow biometrics 
access

Block Jailbroken 
devices

Protect all apps 
(Microsoft Office)


