Cyber Threats,
Cyber resilience




Customers have their say

43% Say they have a lack

of Trust in their current IT
Security Provider

We need to be Transparent

* The State of SMB Cybersecurity in 2022 (connectwise.com)

of businesses have experienced a
financially damaging cyberattack in the
past 5 years, in 2021 (62%) in 2020 (55%)

Over report not having the Skills in

house to properly deal with Security
Issues.

of business decision makers cited

“Inadequate Cyber Security protections "
as a critical capability for an IT service
provider

N’ CONNECTWISE

Research conducted in 2H 2022


https://www.connectwise.com/resources/smb-research-2022

How Cyber Crime is
Evolving






Not the Only risk to SMB

Being a target of Critical national infrastructure
risk will always be there, but it isn’t the only risk.

The majority of attacks on SMB are financially
motivated, they use tried and tested fraud
techniques combined with Technology

Ransomware and Business Email compromise are
the biggest two.
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How has home working added to the risk?

Home working has increased the Traditional Attack
surface.

We have less control and visibility over the
environment.
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More than just an Enterprise issue?

Studies suggest that 70% of Ransomware attacks in 2022 are targeted at the SMB

If that is the case then Why don’t we hear more?

It's not newsworthy
It's embarrassing to admit you've been hacked

The legal ramifications (fines, lawsuits, legal fees) can be
significant, so many incidents go unreported.

44% of UK Consumers Claim they will stop spending
with a business Temporarily after a Security Breach,
41% claim they will never return.

38% of US and UK companies Were found to had lost
business due to security Issues in a Forrester Security report.
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The True Impact of Cyber Crime

Cyber Crime is up, how much?

According to the Ponemon study ‘the cost of Phishing’ phishing
attacks alone have quadrupled since 2015 with US companies
on average losing 14.8million or €1500 per employee)

“What we have found is that Ransoms alone account for less
than 20 percent of the cost of Ransomware attack”

The impact of a cyberattack on organizations:
1.Ransom (Up to 10% of turnover)

2.Incident response costs (Initial response and forensics)
3.Downtime damage (avg. downtime 23 days)

4.Fines due to data breaches

5.Intellectual Property theft

6.Reputational damage

7.Loss of data

Source: Matthew J. Schwartz August 18. 2020 Source Data : The Cost of Phishing 2021 - Report conducted by Proofpoint / Ponemon

Source Data : ING.nl Cyber Security Sector theme Update R
/ CONNECTWISE



The Role of Insurance

We transfer high risk low probability scenarios with
Insurance.

Trouble is that Insurance companies have found
these scenarios are no longer low probability

Policy’s are adjusting to Risk conditional to having
set services in place. Such as

EDR

Incident response

Logging (Siem)

Security Awareness Training

Not using unsecured Tech providers

*S ‘R LT tto business, Cyb "
ource: Ransomware: Ture cost to business, Cybereason 7v CONNECTWISE
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Burden to scale
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Poor adoption
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What does good look like?
— Security Architectures (or Frameworks)

Book Definition:

Provide a Structured approach to Defining Business Drivers, Resource relationships and
Process flows

Ensure that contextual and conceptual elements such as business drivers and
consequences are considered at the strategy development stage

Simple definition
Security Architecture is the Rule book of what is going to help us get to the desired state

Security Architecture or Security Frameworks help Structure the approach and align back
to the business objectives, they are flexible and customizable.

Examples of frameworks include, Nist CSF, Cobit 5, CIS controls, Iso 27001

@ CIS Controls



Using a Framework in your Business

Assessment & Identify : People, Tech & Tools, Assess Risk

Process & tech to EDR behavior-based AV
Protect & . .
recover data NIST C Protection Policies
. yber Educate : . i
Backup Disaster security Email Anti Phishing,

recovery Framework Awareness training

Threat Isolation, Monitor Network traffic &
Assessment & Respond behavior with SIEM + EDR
Containment. Detect hidden compromise &

Incident Response SOC : Security trained Staff, Incident early-stage attacks

Management, Emerging Threat Intel. NI CONNECTWISE







Home
Security




Future
Security




...and aligning that to a Cyber Defense Matrix

Identify Protect Detect Respond Recover
Endpoint
- -
Saa$
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This can go down into further Layers

Identify Protect Detect Respond Recover

Endpoint Vulnerability Mgmt

Network

SaaS

W CONNECTWISE’



CRU & SOC — Changing the Threat Landscape

3.2

MITRE Threats Sightings Percentage of Alerts
Reported Handled By SOC

A ¢

Indicators Added to CRU

Alerts Triaged By CW SOC Threat Feed

*All data based on reports from 2021




Notable Findings

Throughout 2021, the CRU collected data for
500 cybersecurity incidents from
ConnectWise MSP partners and their clients.

Of those 500 incidents, 40% were related to ransomware, 25%
were directly related to Exchange vulnerabilities, and 10% were
coin miners with some overlap.

Most incidents occurred in Q1 and Q3. There was a significant
increase in ransomware incidents targeting MSPs in the second
half of 2021, with 72% of all ransomware incidents directly
targeting MSPs occurring in the second half of 2021.

We recorded the mass ransomware attacks that happened during
the July 2 Kaseya incident as a single incident. This attack targeted
at least 40 MSPs and over 1500 of those MSPs’ clients, putting
MSPs in the spotlight for threat actors, researchers, and
government officials alike.




Notable Findings




We can fight them with MITRE ATT&CK Framework

Pyramid of Pain



Pyramid of Pain (Detection Tools)

SIEM/EDR/MDR

AV/EDR/Yara/IDS/SIEM —

Firewalls/IDS/SIEM

AV/EDR/Email Filters/Yara/IDS/SIEM
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MITRE ATT&CK Framework (TTPs)



2021 Top Threat Actor Profiles

TTPs shared by all 5 groups:
Initial Access (TA00O1)
Phishing (T1566)
Execution (TA0002)
Command and Scripting Interpreter (T1059)
Windows Management Instrumentation (T1047)
Defense Evasion (TAOOO5)
Obfuscated Files or Information (T1027)
Impact (TAOO40)
Data Encrypted for Impact (T1486)
Inhibit System Recovery (T1490)
Service Stop (T1489)
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Things you can do Today? - Cyber Assessment

Do you understand your cyber risk, and the
Assets you need to look after?

Security Frameworks such as NIST, 1s027001,
and Cyber essentials aim to provide Guidance
and Navigation around Cyber Risk assessment.

Work in partnership with your Technology
provider to determine specific risks to your
company.
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