
Cybersecurity in an AI driven 
World

Presenter Notes
Presentation Notes
Evolving Cybersecurity threats to your business and how to combat them.




Threat Landscape



The Dream

Your business on the 
internet
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Presentation Notes
That is what you expect when your business interacts with the outside world via the internet. Everything works perfectly. Your data is kept private and secure and only to be accessed by authorized parties. Your data is consistent, accurate and reliable. And the resources, applications, files are always available when requested.




the reality is …
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In reality it’s not the case. Think life on the planet and dealing with natural disasters. It chaotic, unexpected, some events can be forecasted and detected days, weeks prior. Other are explosive, spontaneous and cause tremendous damage. You wouldn’t even know what hit you.
 
Your employees are battling potential adversities each time they are on the internet.
 
So many dangers and threats, you can be denied services, your business ceases to function. It can be a very unpleasant place.




How at risk is your business?
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But what does this look like. Here are just some of the data around what we are seeing. According to the UK’s National Cyber Resilience Centre. I am not presenting this to scare you but to bring aware to the risks and threats out there. 

You can read out the text for emphasis of the risks.




What if the threat actors succeed?
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And we ‘ve all seen the reports in the media. 
Here are some examples and as you can see there is so much diversity in the types of attacks, 
the organization that fall victim to these attack, the scale of the attack, the number of victims. 




Recession

Interest Rates

Supply Chain

Loss of Key Employees

Labour Shortage

Cheap Foreign Products

Climate/Environment

Reputational Damage 
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And when you think about your business and the risks and threats you face, I am quite confident each business owner understands each of these risks and have contingency plans and mechanisms to protect and mitigate against these risks. 



Phishing

MITM

BYOVD

Ransomware as a Service

Dark Web 

Fileless Malware

Zero Day Attack

APT

Mimikatz

Triple Extortion Ransomware 
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But are you aware of all the risks to your business.

Ask the audience about their expertise or lack thereof in Cyber to gauge the spectrum of familiarity with these cybersecurity terms.


How many in the audience have heard of all ten of these cyber threats? How many are aware of at least ½? How about 3? If you don’t know the dangers or the threats out there, how do you know what is valuable to your business, the impact of losing that data/ access to systems or even how to protect it.  



Question time!



A ______ is a cyber attack targeting a software vulnerability which 
is unknown to the software vendor and the antivirus vendors.

a) Ransomware attack

b) Stealth attack

c)   Zero-day attack 

d)   Phishing attack



According to the National Cyber Resilience Centre 2022 report, 
what percentage of UK businesses were a target of cyber attacks?

a) 15%

b) 39%

c)   55% 

d)   70%



Hostile Nation States
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So if we understand the Scale of the Threat, then where are the Threats coming from.

Most Cyber threats originate from One of Two places
The first is Hostile Nation states.

The Threat to Critical national infrastructure(CNI) is ever present.
This can include such industry’s as
Healthcare
Public sector
Energy
Finance
Transport

Attacks against such industry are politically motivated and design to cripple nation states

Gartner Predict that by 
‘By 2025, threat actors will have weaponized operational technology environments successfully to cause human casualties’

OT are things like automated machinery, running power stations and similar. Certainly attempts have been detected and prevented in the past including attempts to poison water treatment plants.  These are a serious risk.

Oldsmar, Florida (water treatment plant) 
The hacker had the username and password for a former employee's TeamViewer account, After logging in, and raised the levels of lye in the drinking water to poisonous levels  (One of many attacks on water treatment plants which have driven increased regulation in the sector). https://cyberscoop.com/epa-water-cyber-regulations/




Financially Motivated

Common RaaS Revenue Models

• Monthly subscription flat fee

• Affiliate Program (20-30%) profit to developers

• One time license fee with no profit share

• Pure profit share

Bug Bounty
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This brings us on the second source of Threats, and one that is statistically a far bigger concern for the SMB space
Financially motivated attacks.

Threat actors don’t just work for Hostile nation states, there are a large number of independent organized groups and individuals targeting everyone from small to Large business.  Their motivation is money.


Ransomware and Business Email compromise are the two largest examples of threats targeting financial gain. We saw from the Previous Surveys that this is reflected by the NCSC

The majority of attacks on SMB are financially motivated, they use tried and tested fraud techniques combined with Technology

Ransomware and Business Email compromise are the biggest two.
Studies suggest that 70% of Ransomware attacks are targeted at SMB




Question time!



Which of the following are true about Ransomware as a Service 
(RaaS). Choose all that apply?

a) RaaS offers different revenue models e.g., flat fee, one-time license fee.

b) RaaS only targets enterprise businesses.

c)   RaaS threat actors usually have a degree/certification in IT. 

d)   RaaS groups typically operate on the Dark Web.



I am just an SMB

Source: Verizon 2019 Data Beach Investigation ReportSource: UK Gov: Cyber Security Breaches Survey 2023



But… why?



… how we work has changed



AI – we’ve only scratched the surface
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Changes in AI Tech specifically Generative AI are seeing both Benefits and Risks accelerate in the Tech space



Selfies/Front-facing camera

App Store

Wireless charging

Credit/debit card payment

Face ID/Touch ID

Health monitoring

GPS navigation

Event venue entrance
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Changes in AI Tech specifically Generative AI are seeing both Benefits and Risks accelerate in the Tech space



Generative AI… what do you mean?
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Subset of Artificial Intelligence (AI) involves the creation of new, unique outputs

Outputs can take the form of text, images, audio, video, presentations etc.

Works by using machine learning (ML) and (often large) input data to learn patterns and structure, then generates novel data based on those patterns.

Has been around since the 1960s in chatbots but gained awareness in 2014 following the introduction of Generative Adversarial Networks (GANs) that could create deepfake images, video and audio. Really took off in 2018 with the introduction of GPT.

What can you do with it?�Instant generative images, video and audio
Coding 
Writing essays, Translating languages
Providing research on subjects and predicted results 
Simulating people’s voices.
Understanding people’s digital behavior at a massive scale





Presenter Notes
Presentation Notes
Changes in AI Tech specifically Generative AI are seeing both Benefits and Risks accelerate in the Tech space



Source: IDC’s Worldwide Artificial Intelligence Spending Guide, August 2022
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Changes in AI Tech specifically Generative AI are seeing both Benefits and Risks accelerate in the Tech space



Question time!



Which of following is true of AI?

a) GPT stand for Generative Parsing Transformer.

b) GPT stands for Generative Pre-trained Transformer.

c) AI chatbots has only been around since the 1990s.

d) GPTs are neural networks that create human-like text and content based on an input  

       prompt.



Source: www.amazon.co.uk

“You See In This World There's Two Kinds 
Of People, My Friend - Those With Loaded 
Guns, And Those Who Dig. You Dig.”



The Good



The Good



The Good



The Bad



The Ugly
Intellectual Property Theft
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I have been following many code developers and some are advising and using public LLM’s to check their code.
This is scary for two reasons

1: LLM’s don’t know what is right or wrong they can give you suggestions but they are not a fact checking machine
2: That code and data has been uploaded to a public platform and can be exploited

Samsung found this out the hard way when employees uploaded Proprietary code and data to ChatGPT.  As per the terms of Service this then became the property of Open Ai.  

Due to the Samsung case, Open Ai created privacy settings in their Private paid for version of Chatgpt. With the ability to not use prompts to teach the system, and the ability to remove search history.




The Ugly
Poison AI Training Data

Source: yahoo! Finance. AP/Richard Drew
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Protecting AI Models from “Data Poisoning” - IEEE Spectrum

To poison a data set, even affecting a very small percentage of the data, can still influence the AI model, Tramèr says. For an image data set, he says, “I would take a whole bunch of images, for example, that are not safe for work…and label all of these as being completely benign. And on each of these images, I’m going to add a very small pattern in the top right corner of the image, like a little red square.”
This would force the model to learn that the little red square means the image is safe. Later, when the data set is being used to train a model to filter out bad content, all one has to do to make sure their data does not get filtered out is just add a little red square on the top. “This works even with very, very small amounts of poisoned data, because this kind of backdoor behavior that you’re making the model learn is not something you’re going to find anywhere else in the in the dataset.”




The Ugly
Social Engineering & Deepfake

• Benign executable connects to OpenAI platform

• Asks OpenAI to generate Python code for keylogging

      application and downloads code

• Benign executable uses code to generate standalone

      keylogger executable (.exe)

• Keylogger executable launches and use AI to locate 

      and transmit keystrokes of interest
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I have been following many code developers and some are advising and using public LLM’s to check their code.
This is scary for two reasons

1: LLM’s don’t know what is right or wrong they can give you suggestions but they are not a fact checking machine
2: That code and data has been uploaded to a public platform and can be exploited

Samsung found this out the hard way when employees uploaded Proprietary code and data to ChatGPT.  As per the terms of Service this then became the property of Open Ai.  

Due to the Samsung case, Open Ai created privacy settings in their Private paid for version of Chatgpt. With the ability to not use prompts to teach the system, and the ability to remove search history.




Regulatory concerns
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I wanted to save this one for last, and arguably it is the biggest risk to everything we have talked about so far 

It relates to what will happen in terms of regulation in the industry.

Why should you care.

Hacks exploitation and simply the dangers of an unregulated technology are self evident. 
With countries and companies banning chatGPT until controls are in place to make it safe, 
the EU is not betting on these being self regulated as well so they are coming up with strict controls

Regulation will slow down adoption, remember our Gartner hype cycle, as regulation comes in, everything will slow down as people realize the downside and where certain apps simply can’t be compliant.

Italy banned ChatGPT for a while until more stringent controls were introduced. And as we said ChatGpt has been compromised already.

Italy Bans ChatGPT  https://www.bbc.co.uk/news/technology-65139406
The AI data Protection act   https://technomancers.ai/eu-ai-act-to-target-us-open-source-software/

https://securityintelligence.com/articles/chatgpt-confirms-data-breach/


Down side is hostile nation states won’t use AI and personal data responsibly, so balance of use of data and operational functionality will be carried out globally, but can be exploited by hostile groups still.

Include Slide about the intention of the AI Act

To protect Personal data
To ensure checks and balances around developing new tools so how it achieves it’s function is understood.
Avoid scenario where we have unintended negative functionality.







EU AI Act – Due by end of 2024

Sources: https://www.artificial-intelligence-act.com/, https://artificialintelligenceact.eu/

• To protect Personal data
• To ensure checks and balances around 

developing new tools so how it achieves 
its function is understood.

• Avoid scenario where we have 
unintended negative functionality.
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National Governments
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Tech Leaders Petition for Pause

Source: https://futureoflife.org/open-letter/pause-giant-ai-experiments/

• Signed by Elon Musk, Steve Wozniak and 
30,000+

• AI labs to pause development of systems more 
powerful that GPT-4 for a minimum of 6 month

• Allows time to develop safety protocols to make 
AI systems more accurate, safer, and trustworthy

• Recommends governments step in and issue a 
moratorium and consider new regulations
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• Guidelines for your employees encourage responsible use.  

• Do not allow any Corporate/PII data onto Public AI platforms

• Do not assume that AI generated responses are Fact. 

• Educate employees on how to Fact check.

• Always verify Code or Automation generated by AI

Have fun with AI
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Thank you!
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