The Norfolk Cyber Conference 2025

Think Like a Hacker:

Simple Steps to Secure Your Business
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Presenter Notes
Presentation Notes
This is correct and it is rumoured that Caesar Palace paid $30m in ransom.



Casino giant MGM expects $100 million hit from
hack that led to data breach



Presenter Notes
Presentation Notes
The same broad collective of hackers, primarily the group known as Scattered Spider (also known as UNC3944 or Octo Tempest), was involved in the cyberattacks against MGM Resorts, Marks & Spencer (M&S), and Jaguar Land Rover (JLR). 

The group operates as a loose network of young, English-speaking individuals (some reportedly teenagers) who communicate via platforms like Telegram and are associated with a broader community called "The Com". They often use sophisticated social engineering tactics (like tricking IT help desk staff into providing credentials) to gain initial access. 



MA&S cyber-attack disruption to last
until July



Presenter Notes
Presentation Notes
For the cybercriminal group known as Scattered Spider, the attack surface has significantly moved to focus on identity compromise and theft as a primary initial access and lateral movement mechanism. 
Their tactics heavily leverage human vulnerability and identity systems to bypass traditional security controls: 
Social Engineering is Key: Scattered Spider is renowned for its advanced social engineering (vishing and phishing) to trick employees into revealing credentials or resetting multi-factor authentication (MFA). They often impersonate IT or help desk staff, using information gathered from public sources like social media to build credibility.
MFA Bypass: The group uses techniques like MFA fatigue (sending numerous push notifications until the user approves one out of frustration) and SIM swapping to intercept one-time passwords (OTPs), effectively bypassing standard MFA protections.
Credential and Token Theft: They focus on stealing credentials, session tokens, and cookies from browsers and compromised systems to gain legitimate access to corporate networks and cloud environments (e.g., Azure, AWS, Snowflake).
"Living off the Land": Once they have valid credentials and access, they use legitimate internal tools and administrative features to move around the network, blend in with normal activity, and evade detection, rather than deploying conspicuous malware from the start.
Monetization through Extortion: While they start with identity compromise, their ultimate goal is financial gain, often achieved by exfiltrating massive amounts of sensitive data (including personally identifiable information, PII) and then deploying ransomware (like BlackCat/ALPHV or DragonForce) for double extortion schemes. 
In essence, Scattered Spider views identity as the new security perimeter, exploiting the human element and identity access management (IAM) systems to infiltrate target organizations and facilitate large-scale data theft and financial extortion. 
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Presentation Notes
The cyber attack on Jaguar Land Rover (JLR) will cost an estimated £1.9bn and be the most economically damaging cyber event in UK history, according to researchers.
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Presenter Notes
Presentation Notes
The recent move of hacking gangs to outsource gaining credentials to Initial access brokers means that this area has expanded rapidly AND needs to be better protected.


Faces behind the Hacks

Ahmed Tyler Arion
Elbadawy Buchanan Kurtaj
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Presentation Notes
We are facing a new and familiar looking threat 
Noah Urban - A “Typical” Scattered Spider Member�20 years old, sentenced to 10 years in federal prison for conspiracy to commit wire fraud, wire fraud, and aggravated identity theft. The court also ordered Urban to forfeit approximately $4.8 million in assets, which includes cryptocurrency and other property. Urban was also ordered to pay $13 million in restitution

Ahmed Hossam Eldin Elbadawy, 23,  indicted, but still thought to be at large

Tyler Buchanan  - one of the Ringleaders of the Scattered Spider gang arrested in Spain

Arion Kurtaj  18 At his trial - The jury was told that while he was on bail for hacking Nvidia and BT/EE and in police protection at a Travelodge hotel, he continued hacking and carried out his most infamous hack.
Despite having his laptop confiscated, Kurtaj managed to breach Rockstar, the company behind GTA, using an Amazon Firestick, his hotel TV and a mobile phone.
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Insert source information here

Credential Theft:
Attackers Prefer Logging
In, Not Breaking In

Stats

« 56% of incidents involve valid credentials
without MFA.

« 1.8 billion credentials stolen in first half of
2025.

« Credential theft up 160% year-over-year.
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Presentation Notes
“Credential theft is exploding. Attackers don’t want to break in—they want to log in. Over half of incidents now involve valid credentials, often stolen through phishing or malware. In the first half of this year alone, 1.8 billion credentials were compromised—a 160% increase from last year. The fix? Enable MFA everywhere, enforce strong password policies, and monitor for compromised accounts. Zero Trust principles make this harder for attackers.”
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Insert source information here

Credential Theft:
Attackers Prefer Logging
In, Not Breaking In

Why it matters

- Attacker bypass perimeter defences

 Enables ransomware, data theft and
supply chain compromise
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Presenter Notes
Presentation Notes
“Credential theft is exploding. Attackers don’t want to break in—they want to log in. Over half of incidents now involve valid credentials, often stolen through phishing or malware. In the first half of this year alone, 1.8 billion credentials were compromised—a 160% increase from last year. The fix? Enable MFA everywhere, enforce strong password policies, and monitor for compromised accounts. Zero Trust principles make this harder for attackers.”
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Insert source information here

Credential Theft:
Attackers Prefer Logging
In, Not Breaking In

Defences

 MFA everywhere
« Password managers and strong policies

« Monitor for compromised credentials:
Dark welb scans

- Zero trust: verify every access

Copyright ©2025 Pax8 | All rights reserved


Presenter Notes
Presentation Notes
“Credential theft is exploding. Attackers don’t want to break in—they want to log in. Over half of incidents now involve valid credentials, often stolen through phishing or malware. In the first half of this year alone, 1.8 billion credentials were compromised—a 160% increase from last year. The fix? Enable MFA everywhere, enforce strong password policies, and monitor for compromised accounts. Zero Trust principles make this harder for attackers.”
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Presentation Notes
This is an early example of Deepfakery and shows was possible with powerful computers a couple of years ago, this is probably easily done now.


The Al Arms Race

RN W Al: The New Weapon in Cybercrime

87% of organizations faced Al-powered attacks in the past year

Al-generated phishing emails now have a 54% click-through rate

4.5x higher than human-written ones

Deepfake voice scams (“vishing”) use Al to impersonate CEOs,

vendors, and banks

SMBs are 3x more likely to be targeted due to weaker defences.

& - - - ®  5VMBs must adopt Al-driven defenses to

counter Al -driven threats


Presenter Notes
Presentation Notes
Threats are evolving fast. AI-powered attacks can automate multi-step intrusions. 
Deepfake fraud is on the rise—imagine a fake video call from your CFO authorizing a payment. 
Supply chain risks are growing—your MSP or SaaS provider could be the weak link. 
Ransomware now uses double and triple extortion tactics. And cloud misconfigurations remain a major issue.”


Cybersecurity basics every
business must get right

Cyber Hygiene Employee Access Control Incident Response
Essentials Awareness
Strong Passwords Phishing Principle of Least « Create a written
and MFA : : : privilege down plan
Social Engineering
Regular Patching and Monitor 39 party « Very basic is better
updates Embeda access than none
Cybersecurity
Data Backups ( 3,2,1) culture Smartphones « Practice this

Malware protection
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Presentation Notes
Cyberattacks cost UK businesses £14.7 billion annually, with average breach costs around £200,000 
Cybersecurity is a business risk, not just an IT issue



National Cyber
Security Centre

www.ncsc.gov.uk/section/advice-guidance/small-medium-sized-organisations
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Our OWN NCSC is such a great resource and help to businesses – They are just not great at publicising this, which is why I am here!!
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Presentation Notes
NCSC infographic for small businesses


The essentials of cyber security

Cyber
Essentials scheme

Self-assessment questionnaire
optional on-site Audit (CES+)

Firewalls
Configuration
Patches
Malware
User accounts

The Government wants every
organisation in the UK to be
Cyber Essentials Certified

Cyber Essentials is a simple but effective, UK Government
backed scheme that will help you to protect your
organisation, whatever its size, against a whole range of
the most common cyber attacks.

Cyber attacks come in many shapes and sizes, but the
vast majority are very basic in nature, carried out by
relatively unskilled individuals.

There are 2 levels of certification

CYBER CYBER
ESSENTIALS ESSENTIALS
CERTIFIED
CERTIFIED PLUS
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Presentation Notes
The UK Government backed scheme in the UK is run by the National Cyber security Centre NCSC and is called the Cyber Essentials Scheme
It is a best practice framework and is intended for companies to achieve a good basic level of Cyber Hygiene.
The five pillars, or technical controls, of the UK government-backed Cyber Essentials scheme are: 
Firewalls Properly configured firewalls and internet gateways create a secure boundary, preventing unauthorised access to your internal networks.
Secure configuration This involves setting up computers and network devices with security in mind, removing unnecessary software or services, and changing default passwords to minimize vulnerabilities.
User access control Organisations must control who has access to data and services and at what level, ensuring that only authorised individuals have the minimum access necessary for their roles (the principle of least privilege).
Malware protection Anti-malware and anti-virus software should be installed and kept up to date to protect against malicious software that can corrupt or steal data.
Security update management A process for applying security updates (patches) to all software and operating systems is essential to fix known vulnerabilities and prevent cyber criminals from exploiting them
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Vulnerabilities | OS out of date

| Admin controls | Cloud Services MFA
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Presenter Notes
Presentation Notes
Top failures on CE+

As we audit many MSPs and their clients what the most common failures

Vulnerabilities – simple really – but not patched updated systems – Opportunity is visibility – Have a system that scans and give you full visibility
OS Out of Date Similar to above, but OS related, most common on mobile devices, firmware and out of date equipment becoming an issue- Visibility again 
Admin Controls Its there again and still in MSPs too, either logged on as ADMIN or no documented controls as who, when and how Admin is granted and OF COURSE this could now be CLOUD SERVICES






Insurance companies

Insurance companies report that companies with CE controls in place are 92% less
likely to claim on Cyber insurance than ones without CE controls in place
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Presentation Notes
Of the insurance companies that IASME use for the CE scheme, have released this information and we hope to be able to publish this soon.



NCSC

Cyber Essentials Certification

2014 2022 plopZil 2024 ONLY
Scheme 100,000 certificates 200,000 certificates 50,000 certificates
introduced issued issued issued
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Presenter Notes
Presentation Notes
How would you choose which MSP to attack – think of it like a car thief choosing which car to steal – 
Start with the ones with open doors – SPF-DMARC-Webpage etc

Recent data suggests a significant minority of UK motorists leave their cars unlocked. Surveys show roughly 1 in 5 drivers (20%–25%) admit to at least occasionally not locking their vehicle. In real-world spot checks, police often find about 1 in 15 parked cars (6–7%) left unsecured. This risky habit is more common in low-crime settings – for example, rural areas see about twice the rate of unlocked cars as urban areas (around 20% vs 10% in one police estimate). These unsecured vehicles present an easy target for thieves: recent crime analyses indicate nearly half of vehicle theft incidents involve an unlocked car rather than forced entry




SPF configuration
Norfolk Cyber Conference Nov 2025

36

O SPF, Correct 0O SPF not configured correctly Sample size 43
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Pretty good, but 3 companies should configure this record


SPF and DMARC configuration

Norfolk Cyber Conference Nov 2025

22

O SPF, DMARC NOT Correct O SPF or DMARC Correct
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Sample size 43
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Presentation Notes
With the more advanced DMARC added still a little bit of work to do for some companies


Website basic vulnerability scan
Norfolk Cyber Conference Nov 2025

O Rating A/B O Rating C W Rating D-F

Sample size 43
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So, we also ran some Website Vulnerability checks also




5 Laws of Cybersecurity

Law 1: If there is a vulnerability, it will be exploited, no exceptions
Law 2: Everything is vulnerable in some way

Law 3: With Innovation comes opportunity for exploitation

Law 4: Humans can trust when they shouldn’t

Law 5: When in doubt, see Law 1
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Y
Takeaways

1

Enable MFA
Everywhere

Train ALL your
staff

(Phishing &
Deepfakes)

Cyber
Essentials
Certification
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Build and test a
response plan

(no matter how
basic)
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Presentation Notes

Going to require a new approach to AI and Cybersecurity
New Acronyms like 
CSPM – Cloud Security Posture Management -  eg Wiz, Crowdstrike, Orca


How MSPs Can Help:
Implement least-privilege access for agents (just like human users).
Use zero trust principles to continuously verify agent behavior.
Deploy agent-specific firewalls and API gateways with semantic filtering.
Monitor agent activity with real-time observability tools and anomaly detection.








Mostyn Thomas

Senior Director of Security, Pax8 EMEA

25 years experience working with MSPs, including
founding and running Astrix integrated systems in 200],
which he sold in 2018 to concentrate on cybersecurity.

Much of his work with MSPs is to deliver effective
cybersecurity solutions to the MSP company itself and
their customers through best practice and awareness
training.

In addition to his unique experience, Mostyn holds
security certifications from Comptia, the British Computer
Society, the National Cyber Security Centre and is a
qualified Cyber Essentials assessor.

E: mthomas@pax8.com

Mostyn Thomas NCSC CCP

Entrepreneur | Technologist |
Cybersecurity for MSPs | NED
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