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Huntress Managed Security 

The Dark side of AI 

War Stories 

What next?
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Today’s Agenda

Huntress Managed SIEM 



Fully Managed Security

Managed 
EDR

Protect Your 
Endpoints

Managed 
ITDR

Secure Your 
Identities

Train Your 
Employees

Managed 
SAT

Enhance Security 
and Compliance

Managed 
SIEM
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Presenter Notes
Presentation Notes


Looking at the  Huntress Managed Security Platform, that's four products that you're able to license as a partner. 

We have our managed EDR which protects your endpoints… by that. We're referring to Windows macOS devices, servers and workstations there. 

We also have an ITDR so that's Identity Threat Detection and Response. That looks specifically at Microsoft 365 at the moment. We're looking for signs of account compromise. Detection unwanted access, shadow workflows, privilege escalations to name a few. 

We do also offer a managed security awareness training and you'll notice actually all of these products are managed. And what we mean by that is that the Huntress SOC is always included within your license. So it's not an add on or a bolt on The Huntress SOC is in the case of the EDR, and the ITDR monitoring signals from your environment and detecting any threats and responding to those. In the case of the security awareness training, the Huntress SOC is actually pushing out training to your enrolled learners once a month on your behalf. 

We also have a Managed SIEM,. So our SOC will be looking at logs that are ingested to that, across any data sources you decide to turn on for yourselves and customers. So, you know, Windows event logs, syslog, there is this whole range of data sources as you can imagine







Minutes matter
SIEM helps you respond 

earlier in the attack chain
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Stores diverse datasets Exposes nuanced behaviors Enables faster response



SIEM Reality
It’s built for the Fortune 500 
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Garbage in, 
garbage out

Unsustainable 
pricing models

Pay through 
the nose

Show compliance
(and little else)

Data lake mentality 
leads to overwhelm

Huge management 
burden to deploy and use

Tune and tune 
to quiet the noise

Retains logs but isn’t 
realistic for security use

Presenter Notes
Presentation Notes
44% take 6+ months to deploy:  2021 State of SIEM Report
46% struggle with ongoing complexity:   2021 State of SIEM Report
40% had to engage outside services:  Exabeam Productivity SIEM Study
61% get more than 1,000 alerts a day:  https://gurucul.com/blog/rsa-2023-survey-reveals-the-biggest-siem-challenges-facing-the-soc-today/
33% of all alerts are false positives:  Exabeam Productivity SIEM Study
259 hours a week spent investigating:  Exabeam Productivity SIEM Study
50% believe they are overpaying:   2021 State of SIEM Report
39% say it’s too costly to operate: 2021 State of SIEM Report
50% of users had to upgrade licenses to meet log storage req’s:  Exabeam Productivity SIEM Study




The Brutal Truth 

SIEM is out of 
reach for most
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We didn’t like it.

So we changed it.
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Huntress makes SIEM possible without 
the headaches & price tag 

Response by our
human-led SOC

24/7 investigation and response, 
managed by Huntress experts.

Disruptive pricing 
model to control cost
Pay by data source with pooled 
allowances to stop surprises. 

Audit-ready 
without the stress

Relevant data is retained for 1 or 7 
years – leave management to us.

Presenter Notes
Presentation Notes
The managed ITDR difference
We’re built specifically for our market, the folks that are busy all year round, so there is no lengthy set up process, no deep configuration needs and no daily tasks to keep everything running smoothly, we handle it all for you
Our Technology is built with the idea of bringing Enterprise grade cybersecurity to all busineses, however, Technology alone is only half the battle, our SOC analysts have the final say on everything, making sure to not just take things at face value, but to dive into the weeds and look for more clues with everything that hits their desks
It would have been very simple to build wide and look to cover as many SaaS applications as possible, however that would have meant we wouldn’t have the ability to focus in on the problem we have, this has allowed us to fix problems, iterate and grow into the ecosystem, not drop something and move on
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We make them count 

Minutes matter

The Huntress SOC recently discovered an RDP 
Brute Force attack for a new customer less 
than 15 hours after data ingest started. 

A SOC investigation for an EDR customer found 
they could have identified a threat actor 19 
hours earlier if SIEM had been deployed.

Fast Time 
to Value

Neutralize Threats Earlier 
in the Attack Chain
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War Stories 



Brute Force Attack 
Shut Down Fast
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32k brute force attempts, connected to the same two 
IPs, across multiple customers – with one successful 
login the Huntress SOC shut down fast

Quickly validated the compromise 

Contained the threat – blocked IPs 
and shut down the exposed RDP 

Delivered incident report with 
remediation guidance



A match made in heaven with SIEM

Windows Event Logs + Firewall Logs

SIEM detection at 
21:37 UTC

SOC report within 30 
minutes



Make Every Minute Matter: 
Managed SIEM Makes Them Count 

SIEM + EDR
Detection and response to contain threat actors earlier in the attack path

EDR Only
Detection of post-compromise activity

INITIAL 
BREACH

Presenter Notes
Presentation Notes
So, as you can see from that last example, minutes really do matter, and how a defense in depth approach really does deliver faster threat detection and response outcomes. EDR is great for finding hacker activity after an attacker has gained access to an organization and is starting to do post-compromise activity on an endpoint, like establishing persistence and trying to move laterally.

When you combine SIEM and EDR, it gives you those wider optics where attacker activity can be discovered earlier in the attack chain and they can be blocked and neutralized.



The Dark Side of AI



$27.9T

$10.5T

$17.7T

Presenter Notes
Presentation Notes
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AI-Driven Phishing/Vishing Attacks
● Deep Fake voice & video impersonation of execs to commit fraud
● AI driven Chatbot based - mimicking internal IT support to harvest 

credentials
● Auto personalised phishing emails
● Faster malware distribution and reconnaissance

Malware Enhancements 
● Faster and more automated ways to create NEW malware (zero day)
● Self-mutating malware, which bypass standard signature based AV 

(Look at EDR)
● Code obfuscation 

Risks of Organisations using AI
● Data privacy & security - Don’t teach the AI your company secrets 

risking data exposure
● Overreliance increasing human errors - double check what it has 

produced, don’t just copy/paste
● Rapid changes in global AI legislation (e.g., EU AI Act, UK’s DSIT 

policies) mean organisations risk non-compliance and heavy fines

Presenter Notes
Presentation Notes














The Evil Cousins of Chat GPT  



Your Move
Don’t be late! 

Sasha Roshan 
Sales Engineer 
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